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Abstract

Due to the development of information and communication technology, telecom service
providers can provide consumers telecom service with more variety and lower cost. But the
criminal types and method of telecom fraud also advance with times. Criminal organizations
also use all kinds of communication channels to contact with victims, including emails,
communication softwares, smart phones and traditional home phones. They use the telecom
service provided by telecom service providers to avoid investigation, save communication cost
and tamper the caller ID. And they try to gain the victim’s trust through well-designed script
and lifelike voice and intonation on the phone. Typical cases include charitable fraud,
emergency fraud, online auction fraud, intimidation fraud, tax fraud, and so on, these fraud
techniques often exploit human weaknesses to achieve. In order to mitigate the loss of civil
property and socio-economic from fraud, the official and private try to elevate the civil
anti-fraud awareness through propaganda and education, they also use functions and services
provided by smartphones to develop the fraud prevention and warning app, such as whoscall, so
the anti-fraud prevention schemes on smartphones are literally mature, including caller ID
blacklist filter and SMS fraud keywords detection. Conversely, there are no any relevant
prevention schemes on traditional home phone, even it has become gradually declined, a large
proportion of families still have it, and most of the users are elderly, they are regarded as high
risk population. Therefore, this study tries to combine relevant techniques, such as speech
recognition and keywords detection, and using the Raspberry Pi, to propose an effective
method and construct a home phone fraud prevention scheme, wishing to prevent the home
phone fraud crime effectively.

Keywords: telecom fraud, embedded system, speech recognition, keywords detection.
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