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A Study on the Preventing Short-term Stays of Foreign
Crew Members from Involving the Crime of Telecom

Fraud
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Abstract
In recent years, the crime rate of telecommunication fraud in Taiwan is
high. The biggest reason is the flood of burner SIM cards and dummy accounts.
In particular, fraud rings collude with unscrupulous telecom operators, using
foreign crews to apply for SIM cards by forging or altering the personal data of
them. Multiple burner SIM cards and dummy accounts are sold to fraud rings
as liaison between their members and withdrawals by drivers.
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In this article, these issues are explored and exposed: how to solve fraud
burner SIM cards and dummy accounts of crew members by using some crime
prevention theories, such as Three Levels of Prevention Theory, Routine
Activity Theory, Environmental Crime Prevention Theory, Intelligence-
oriented Policing, Third-party Policing, and Situational Crime Prevention to
help to prevent telecommunication fraud crime. Additionally, this article
compare different telecommunication fraud crime methods, laws and prevention
strategies with Mainland China, Japan and our country. We can learn the
advantages from their countries experiences.

A total of 10 practical workers were interviewed in this journal article ,
including foreign (Filipino) crew members, Detective Sergeant, telecom  fraud
crime operators, interpreters, Coast Guard officers, prosecutors. This study
discusses about four parts of this crime problem:

( I) to explore the reasons for foreign crew members to involve telecom fraud

criminals;

(II') to analyze crime methods of foreign crew members who were cheated by
telecom operators

(IT) to discuss the dilemma of telecom fraud crime

(IV) to probe the crime prevention strategies in order to prevent foreign crew
members from involving telecommunication fraud crime

According to the result of interviews, this article finds out 7 plight

difficulties which have been encountered in this issue as follows:

( I) the short staying of foreign crew members in Taiwan;

(II' ) ambiguous regional jurisdiction;

(IT') lack of crime prevention propagandas;

(IV) out control numbers of virtual SIM cards application;

(V) lack of efficient fighting on professionalization and organization of fraud
rings;

(VI) high crime rate and low prosecution rate;

(VII) difficulties in tracing money laundering overseas;

This article also proposes following solutions to these problems in order to
facilitate appropriate amendments from the aspects of increasing crime
prevention propaganda for foreign crew members, to detect online fraud
information, to establish official system to apply for SIM card, to build fraud
member’s database, to implement a dual-document verification system, to
increase monitoring and extension of video recorder timing, to control the
number of SIM card application, to amend the law to increase the prosecution
rate, etc. Targeting at such issues, this article can propose efficient strategies to
combat such crimes.

Key words: burner SIM card, dummy account, telecommunication fraud
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